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Introduction

Interval Bound Propagation (IBP) [2] applies interval arithmetic [1]
layer by layer through a neural network, producing rigorous output
enclosures that certify robustness against adversarial perturbations
within a given budget.

We present SHIELD [3], a framework that integrates IBP into a
hypernetwork-based continual learning architecture, enabling certified
adversarial robustness across a sequence of tasks without storing past
data or gradients. As a core contribution, we introduce Interval MixUp,
a training strategy that mitigates the wrapping effect [4] by controlling
the radii of virtual interval-bounded inputs.

Interval propagation in neural networks

Consider a feedforward network of K layers, each applying 2 = Wyzp_1+
b, where Wy, and by are the weights and biases in the k € {1,..., K}



followed by a monotonic activation g. Given input z € R? (zy = 0)
and perturbation radius € > 0, the input enclosure is

d

I.(z) = 1_[[.913Z —¢, z; +¢€.

1=1

Using the midpoint uj;_1 and radius r;_1, propagation gives:
e = Wipt—1 + by, e = |Wh|Th-1, (1)

where |Wy| is the element-wise absolute value. For monotonic g: z;, =
g —71), Zr = g(pe+71). A prediction is certifiably robust if zy, >
man#ytrue gKaJ :

SHIELD architecture

SHIELD consists of a hypernetwork H mapping trainable task em-
beddings e; € RY to weights 8; = H(e;; ®) of a target network that
processes interval-bounded inputs via IBP. Each task gets a dedicated
classifier generated on demand, without storing past data.

The training loss combines: (i) standard cross-entropy on clean in-
puts, (ii) worst-case cross-entropy over IBP bounds (blended via an
annealed k), and (iii) a regularisation term penalising changes in the
hypernetwork’s output for previous task embeddings, preventing catas-
trophic forgetting.

Interval MixUp: mitigating the wrapping effect

The wrapping effect [4] causes axis-aligned enclosures to grow overly
conservative through nonlinear maps, weakening IBP’s certified guar-
antees. MixUp [5] trains on convex combinations

T = )\xa + (1 - )\)xb,

smoothing decision boundaries, but wrapping each = in a full e-ball
exacerbates this effect. Interval MizUp scales the radius by proximity



to real data:
g=022-1]-«. (2)

Near real samples (A = 0 or 1): full radius; at the midpoint (A = 0.5):
¢’ = 0. Smaller initial radii yield tighter enclosures after propagation,
directly reducing the wrapping effect and closing the gap between clas-
sical and verified accuracy.

Robustness preservation across tasks

We prove that certified robustness is preserved across tasks: if the
maximum logit change induced by a hypernetwork update h satisfies
Ar(xfé)((xa h) < %M(:)ﬁ‘, Ytrues 95,t)7
where M is the certified margin, then robustness guarantees for all

previous tasks are maintained. The regularisation loss directly bounds
this change.

Experimental results

We evaluate SHIELD on Permuted MNIST, Rotated MNIST, Split
CIFAR-100, and Split minilmageNet (10 tasks each) under FGSM,
PGD, and AutoAttack. SHIELD achieves state-of-the-art adversar-
ial accuracy across all settings, reaching 57.9% under AutoAttack on
Split minilmageNet versus 32.1% for the strongest baseline — nearly
2X improvement — while maintaining competitive clean accuracy.
Experiments on TinylmageNet (40 tasks) confirm scalability. Code:
https://github.com/pkrukowskii/SHIELD.
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